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DNS, DIJITAL DONUSUMUN OMURGASI

Kurumsal /™ | (... . E.ﬂ loT ve OT
Uygulamalar : Mimarileri
Kullanicilar,

Sunucular,

Kurum AQl
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SIBER ATAKLARDA DNS'’in KULLANIMI

Saldin Teknikleri Hedef Moftivasyon
DNS Aldatma [ DNS Sunucu ] \
DNS Zehirleme
DNS DDOS Oltalama

Zararl Yazihm Dagitim
Komut&Kontrol Sunucu
Erisimi

Veri Sizdirma

Hedef Kaynak Ele Gecirme

[ DNS Sorgusu ] /

Domain Hijacking
DGA Atagl
Punycode Atagi

[Alon Adlari ]

DNS TUnelleme
Dinamik DNS Atag
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SAYILAR ile DNS GUVENLIGININ ONEMI

BUtUNUyle % 100 Al Calisir. insan Midahalesi Yoktur

Domain Siniflandirmak icin 74+ Dil Destegine Sahiptir

3
CYBER >,( RAY

DomC“n Internet Varliklarini Tarar (Domain, FQDN, IP, Web Sayfalari vs.)
Siniflandirma \
ve Her GUn 500 Milyon+ Domain Tarar
Kategorizasyon \

Her GUn 3 Milyar+ FQDN Tarar

AWAWAWAWA

WWW.cyber-xray.com

A

Her Domain icin 800 Feature Set Eder (GUvenlik Analizi, Risk,
Crawling, Populerlik, )
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DOMAIN SINIFLARININ DAGILIMI

DUnyada yaklasik toplam 506 Milyon Domain Var!

Yaklasik 2/3 'O “Variable” Sinifinda

Variable Sinifi;

| = Degisken,
4 |\ = Dinamik,
y = Takip Edilmesi Zor, .
= Saldirganlar Bu Sinift Daha Cok Istismar Ediyor
= Dead Sites, Newly Register, Newly Up, Firstly Seen,
\ Domain Parked gibi kategorizasyonlarnn icerir
- S B 716,25 075 Yaklasik %15 den Fazla Malicious Sinifinda Domain Var
Variable Safe Malicious Restricted
341148036  94.489.524 85,296,982 3,943,310 Malicious Sinifi:

= Malware/Virus, Potentially Dangerous, Phishing, DGA
Domain, Botnet CC, Hacking gibi kategorizasyonlar
icerir

Data from

Cyber X-Ray®

Platform
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DOMAIN UP&DOWN DURUMLARI
| | | | | | |

Down
Domains 257157154
| | | | | | |

Up
Domains 249.165,579
| | | | | | |

All Time O 50,000,000 100,000,000 150,000,000 200,000,000 250,000,000 300,000,000

O DUnyadaki 506 Milyon Domain’in yarisindan fazla «Downy Durumda

O Diger Deyisle, bu Down Domain’lerin Herhangi Bir IP Kaydi Yok

(0.0.0.0)
O 85 Milyon Malicious Sinifindaki Domain’lerin %80 ‘den Fazlasi 0.0.0.0
IP’sine Sahip
Data from
Cyber X-Ray®

Platform
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ILK 5
Malicious
Sinifi

ILK 5
Variable
Sinifi
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DOMAIN KATEGORI DAGILIMI
80,000,000 ———
70,000,000 ———
60,000,000 ———
50,000,000 ——
40,000,000 ———
S o o)
30,000,000 —— ) 5 o <
Qo ~ N
20,000,000 ———— M~ - o <
o L o ©@
10,000,000 ———— © < "’ o
. —J — —
Potentially Malware/Virus Phishing Spam Sites Proxy
Dangerous
250,000,000 ———
200,000,000 ———
150,000,000 ——— —
3 o o ~
™~ © © o2}
100,000,000 ——— Ty} (o)} o @
<t (2] N~ @
N — b
N o ;
50,000,000 . © & o5
, & — R
Dead Sites Domain Parking Undecided Safe Empty Sites Newly Register
Data from

Cyber X-Ray®
Platform
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ILK 10
Domain
Uzantilar

506 Milyon
Domain

300,000,000 —

250,000,000—

200,000,000—

150,000,000—

100,000,000—

50,000,000—

DOMAIN UZANTI DAGILIMI

251,172,752

com

23,585,088

net

16,131,094

org

tk

15,015,450

de

13,381,135

11,198,668

info

10,466,556

Xyz

cn

8,659,751

ru

7,026,567

6,919,366

top

#lotus

Data from

Cyber

Platform

-Ray®
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ILK 10
En Zararli
Domain
Uzantilari

24,000,000—

22,000,000—

20,000,000—

18,000,000—

16,000,000—

14,000,000—

12,000,000—

10,000,000—

8,000,000—

6,000,000—

4,000,000—

2,000,000—
0 1

DOMAIN UZANTI DAGILIMI

tk Xyz com ga cf site club online nl

Potentially Dead Sites  Phishing Malware /  Domain
Dangerous Virus Parking

8
a9

#lotus

Data from

Cyber X-Ray®

Platform
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DOMAINLERIN GRi GECISI

Firstly Seen Newly Dead Sites Newly Up Phishing

* Sistemde Reg|5Ter e Son 3 aydir * Dead Site olan » Aktif olarak
kategori

subdomainleri bir domainin Son Oltalama Saldiri
de dahil hic IP 1 Ay icinde IP Gozlemlenen
atanmamis Atanmasi domain
domain

!

O Toplam gecen sure 4 ay — 5 kategori degisimi
O Tehdit potansiyeli olusturacak bir domain hizli ve dinamik kategori degistirir

* Son 30 gunde
register edilmis
bir domain

atanmamis bir
domain

Data from

Cyber X-Ray®

Platform




Bili§im Zirvesi’22

DNS GUVENLIGi ZORLUKLARI

DNS Loglar: Loglan Merkezi Yerde Toplama Problemi

SIEM: Kaynak TUketimi Fazla, EPS Artimi, Parser ve Korelasyon icin
Zaman Kaybi

NGFW: GUvenlik icin sadece HTTP/HTTPS trafigi analizi, URL
filtreleme yetersizligi

EDR/NDR/DLP: DNS recon, tunnelling, DGA domain ataklarini
tespit etme yetersizligi

Regulasyonlar: Karsilamak icin DNS Katmaninda guvenlik, analiz,
gorunUrluk ve daha fazla veri toplama ihtiyaci

#lotus
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Roksit

Easiest way to be secure

DNS Visibility

( \

®* DNS Katmanl GUvenlik Analizi

Secure DNS

Cyber X-Ray

é Y é Y

* AQ Topolojisini Degistirmeme

DNS Firewall Servisi * Al Calisan Domain

® Zararl Makina Tespiti

Bulut Tabanli Koruma Siniflandirma

* Security Gap Analizi

DNS Yonlendirme * Tarihsel ve Baglamsal

* SIEM Enfegrasyonu

Roaming Client lliski Haritalar

®* EDR Enftegrasyonu
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TEKNOLOJi ENTEGRASYONU

SIEM/SOAR Endpoint Security DHCP Open Integrations

B® Microsoft

Infoblox
.0

8 efficient iP”

BN (Q)
Cifrix.

®

3 BLUECAT

=== Radar

CyberRes

M ArcSight
splunk:

exabeam

:#*LogRhythm

........

vmware
Carbon Black.

&ROWDSTRIKE

(lh) sentinelone:

a" Microsoft

B5 Microsoft

Infoblox
.0

e efficient iP"

X3 BLUECAT

B Microsoft

Roksit
solutions
support
flexible,
scalable and
industry
standard
infegration
capabilities
to network
and security
ecosystem.
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TESEKKURLER



